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1 . Claims 1 and 2 have been examined. 

Double Patenting 

2. The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment by multiple assignees. See In re Goodman, 1 1 
F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 

USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 
1982); In re Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970);and, In re Thorington, 
418 F.2d 528, 163 USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1 .321 (c) may be 
used to overcome an actual or provisional rejection based on a nonstatutory double 
patenting ground provided the conflicting application or patent is shown to be commonly 
owned with this application. See 37 CFR 1 .130(b). 

Effective January 1 , 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 
37 CFR 3.73(b). 

3. Claims 1 and 2 are provisionally rejected under the judicially created doctrine of 
obviousness-type double patenting as being unpatentable over claim 1 of copending 
Application No. 09/844,066 in view of Ananda (U.S. Patent 6,671,813). 

Claims 1 and 2 of the instant application contains all limitations taught in claim 1 
of copending Application No. 09/844,066, except for "configuring a second server to 
request a cross-certification for a second interval so that the first server is effectively 
requested to provide independent proof of the existence of the interval and its public key 
at a point in time witnessed by the first server". Note that the specification of the co- 
pending application states that one may request a cross-certification, implying that this 
step is optional (Application 09/844066, page 6, lines 3-6). It would have been obvious 
to one of ordinary skill in the art at the time of the invention to omit that feature as part of 
the claimed invention of the instant Application, in order to obtain a broader scope for 
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Applicant's claim, thus creating a genus-species relationship (In re Goodman, 1 1 F.3d 
1046, 29 USPQ2d 2010 (Fed. Cir. 1993)). Furthermore, the co-pending Application 
teaches neither "encoding certification information in graphical form to form an indicia 
that relates to the authenticity of the document", nor "decoding the indicia to 
authenticate a document". However, Ananda teaches a system for providing secure 
access and execution of application software between computers connected via a 
network. Specifically, the preferred embodiment of the Ananda disclosure is that of an 
on-line postage metering system, which is capable of encoding certification information 
(Ananda, column 26, line 62 to column 27, line 3) into graphical form to form a two- 
dimensional barcode (Ananda, element 1903 of Figure 19) that relates to the 
authenticity of the postage stamp (Ananda, column 27, lines 4-15, and element 1902 of 
Figure 19). Ananda also teaches the means by which the indicia can be decoded so as 
to verify that the postage information thusly encoded matches that which is plainly 
written on the envelope or package (Ananda, column 27 lines 16-22). Therefore, it 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
incorporate the abilities of graphically encoding certification information and decoding 
the graphical indicia into the invention disclosed by application 09/844,066. Given that 
barcode readers are a well known and commonly used technology, encoding this 
information into barcode form would have the result of providing a simple well- 
understood means of verifying the certified information while simultaneously being 
tamper resistant, as even a slight alteration in the barcode data would render it invalid. 
This is a provisional obviousness-type double patenting rejection. 
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Claim Rejections - 35 (JSC § 103 

4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1 and 2 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Guski et al. (U.S. Patent 6,71 1 ,679), Doyle (PCT Patent WO 99/1 6209), and Ananda 
(U.S. Patent 6,671,813). 

Regarding claim 1, Guski teaches a system to perform a serially chained 
certification process (Guski, column 3 line 57 - column 4, line 4) which comprises the 
steps of having a second server perform a cross-certification such that the first server 
must provide independent proof of its public key, in the form of the digital signature 
which only it could produce with a corresponding private key, at a point in time 
witnessed by the first server (Guski, Figure 3 and also column 7, lines 15-20); and also 
continuing the process to cross-chain an unlimited number of additional servers to form 
a widely witnessed web of digital signatures (Guski, Figure 4 and column 8, lines 9-20). 
It does not teach the use of time intervals and associated public/private key pairs as 
part of its certification process. However, Doyle teaches a system for creating 
irrefutable digital signature timestamps based on the notion of creating public and 
private key pairs for a number of time intervals. In particular, Doyle teaches the steps of 
creating a first interval certification at a server (Doyle, page 13, lines 8-12) and deleting 
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the private key of the interval once the interval has expired (Doyle, page 6, lines 6-10 
and also page 19, lines 26-27). It is also taught that the process can be repeated for 
additional intervals (Doyle, page 13, lines 15-16), creating a chain of irrefutable 
timestamps bearing witness to the interval of time thus certified (Doyle, page 19, lines 
18-21 ). Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to include the concept of temporal intervals as part of the 
certification process taught by Guski, as well as using the public and private key pairs 
associated with said intervals as the keys used in the digital signatures contained in the 
certificates found in the Guski disclosure. Note that the intended purpose of the Guski 
disclosure was to improve the security of E-commerce transactions, particularly those 
conducted through the use of intermediaries (Guski, column 3, lines 3-22); by including 
accurate timestamps as found in Doyle, one can more easily detect a hacker attempting 
a replay attack against the system - if the timestamp in the certificate does not match 
that logged by the network hardware on the server, then the contents of the message 
could then be viewed as suspect. 

Further regarding claim 1 , note that the only components of the certificates 
explicitly taught by either Guski or Doyle are the server information (in the form of a 
server certificate), expiration date/stop time of the interval (Guski, column 7, lines 27- 
31), the public key of the interval and a digital signature of the submitted data, signed by 
the interval's private key (Doyle, page 13, lines 8-12 and also lines 18-20). The start 
time of an interval chain in UTC and the start time of the interval in UTC are not 
elements of the certificate taught by either reference. However, it would have been 
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obvious to one of ordinary skill in the art at the time the invention was made to include 
those elements as part of the certificate. Possessing this information would make it 
easier for an authenticator to verify that the timestamp does indeed belong to the 
interval that signed it. 

Further regarding claim 1, note that a digital signature for the interval signed by 
the previous interval's private key is not explicitly taught, although it should be noted 
that the public key representing the current interval is signed by the previous interval's 
private key (Doyle, page 18, lines 13-17). Therefore, it would have been obvious to one 
of ordinary skill in the art at the time the invention was made to include information 
about the current interval in the digital signature of the public key that is already 
included in the certificate. Since the intervals are well-defined units of time (Doyle, page 
11, lines 4-5) and each interval begins when the previous interval ends, any given 
interval has enough information about the next interval to encode it with the public key 
signature; further, by including this information, one can be more certain that the public 
key supplied in the certificate does indeed belong to the new interval immediately 
succeeding the previous one, and that the key is not in fact a valid public key that was 
supplied out of sequence. 

Further regarding claim 1 and also regarding claim 2, the combination of Guski 
and Doyle does not teach the limitations of encoding certification information in 
graphical form to form an indicia that relates to the authenticity of the document, nor 
decoding said indicia to authenticate said document. However, Ananda teaches a 
system for providing secure access and execution of application software between 
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computers connected via a network. Specifically, the preferred embodiment of the 
Ananda disclosure is that of an on-line postage metering system, which is capable of 
encoding certification information (Ananda, column 26, line 62 to column 27, line 3) into 
graphical form to form a two-dimensional barcode (Ananda, element 1903 of Figure 19) 
that relates to the authenticity of the postage stamp (Ananda, column 27, lines 4-1 5, 
and element 1902 of Figure 19). Ananda also teaches the means by which the indicia 
can be decoded so as to verify that the postage information thusly encoded matches 
that which is plainly written on the envelope or package (Ananda, column 27 lines 16- 
22). Therefore, it would have been obvious to one of ordinary skill in the art at the time 
the invention was made to incorporate the abilities of graphically encoding certification 
information and decoding the graphical indicia into the invention disclosed by Doyle in 
view of Zabetian. Given that barcode readers are a well known and commonly used 
technology, encoding this information into barcode form would have the result of 
providing a simple well-understood means of verifying the certified information while 
simultaneously being tamper resistant, as even a slight alteration in the barcode data 
would render it invalid. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tom Gyorfi whose telephone number is (571) 272-3849. 
The examiner can normally be reached on 8:00am - 4:30pm Monday - Friday. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571 ) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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